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Abstract

Verification of digital twins, especially in the presence of distributed compo-
nents and asynchronous communication, remains a fundamental challenge.
Uncertainty arises not only from the physical environment and virtual repre-
sentations, but also from the bidirectional flow of data between them. This
paper presents a formal verification methodology that captures these dy-
namics by translating a digital twin’s probabilistic elements into a finite
state machine, augmented with explicit models of message delay and con-
current evolution. Using the Temporal Logic of Actions (TLA), we specify
and verify temporal properties that ensure system-level correctness despite
communication disorder and component-level asynchrony. We demonstrate
this approach on a digital twin of an unmanned aerial vehicle, showing how
to verify synchronization properties that govern end-to-end coherence be-
tween the physical and virtual components. Our case study highlights how
formal specification clarifies system modeling choices, including which guar-
antees must hold, how system behaviors should be represented, and what
assumptions are essential.
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Figure 1: In a digital twin system, the physical and virtual realms each evolve dynamically
and also evolve as a result of bidirectional data flow.

1. Introduction

Verification, together with validation and uncertainty quantification, plays
a critical role in establishing trust in digital twins [1]. We adopt the National
Academies’ definition of a digital twin as “a set of virtual information con-
structs that mimics the structure, context, and behavior of a natural, engi-
neered, or social system (or system-of-systems), is dynamically updated with
data from its physical twin, has a predictive capability, and informs decisions
that realize value” [1]. As illustrated in Fig. 1, a digital twin system consists
of a physical system that evolves in the real world and a virtual representa-
tion that operates in a virtual space. Bidirectional interaction between the
two is not just a feature but a defining element of a digital twin. As empha-
sized by the National Academies, “the bidirectional interaction between the
virtual and the physical is central to the digital twin” [1]. This bidirectional
interaction is also a central consideration for digital twin verification. Not
only do both the physical system and the virtual representation each evolve
dynamically, but they also interact through asynchronous, bidirectional com-
munication. Observational data flows from the physical to the virtual, while
digital twin outputs, such as predictions, assessments, or decisions, flow back
to the physical. This paper presents a formal verification methodology that
specifies a digital twin system, including an explicit model of the proper-
ties of the bidirectional communication, and verifies its correctness using the
Temporal Logic of Actions (TLA).

Formal verification is a well-established area of research [2, 3, 4], with
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Figure 2: A simple example of the kinds of questions digital twin verification needs to
address: Message 1 arrives after Message 2. How should this be handled?

active work on safety, autonomy, and control [5, 6, 7, 8, 9]. For example, [10]
extends the Lingua Franca coordination language to handle network failures,
while others propose methods to achieve deterministic timing in distributed
control executions [11, 12, 13, 14]. When it comes to digital twins, the com-
plexity of the virtual representation and its dynamic evolution makes the
verification task challenging. Furthermore, ensuring that each component
of the digital twin system behaves correctly in isolation does not guaran-
tee correct orchestration across the full system. Our approach shifts focus
toward system-level digital twin verification in the context of asynchronous
evolution and bidirectional communication. Our work recognizes the chal-
lenge that in many real-world digital twin implementations, the interactions
between physical and virtual will be distributed, asynchronous, and error-
prone. Fig. 2 illustrates one simple scenario that underlines the importance
of formal digital twin verification: the physical system sends two messages
in order, but they are received out of order by the digital twin. How should
the digital twin handle the stale message when it finally arrives? How should
the physical twin interpret a delayed response?

In the field of distributed computing, TLA has been widely used for
specifying and verifying correctness in systems with concurrent processes
[15, 16, 17, 18], including high-profile industrial applications such as dis-
tributed resource management at Amazon Web Services [19]. Digital twin
systems pose distinct challenges that extend beyond conventional distributed
software systems. First, digital twins tightly couple heterogeneous physi-
cal and computational elements, requiring reasoning over sensors, actuators,
communication channels, and predictive models. Second, digital twins often
incorporate probabilistic models whose outputs evolve with real-time data,
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introducing further complexity. Third, digital twins must maintain ongoing
synchronization between physical and virtual processes through bidirectional
communication. These requirements differentiate digital twins from tradi-
tional distributed systems and demand specialized modeling techniques. We
address this need by developing a TLA-based approach that formally spec-
ifies and verifies temporal properties under asynchronous evolution and un-
certain communication. Our approach provides a foundation for system-level
verification in the emerging digital twin domain, complementing lower-level
control and communication guarantees by explicitly modeling how such com-
ponents interact in the full system context.

This paper focuses on the challenge of how to formally specify and ver-
ify the correctness of digital twin systems in the presence of asynchronous,
distributed behavior and uncertain communication. We present a method-
ology that transforms a probabilistic graphical model (PGM) of the digital
twin into a finite state machine (FSM), equipped with a formal represen-
tation of concurrency and an explicit model of communication uncertainty.
Using TLA, we express and verify temporal properties that capture both
the asynchronous evolution of the physical and virtual components and the
effects of message channel uncertainty. Our results show that correctness
properties can be guaranteed, even when components evolve independently
and communicate via an imperfect message channel.

We introduce the following novel contributions:

1. Formal digital twin system specification: A method for construct-
ing formally verifiable specifications of digital twins in TLA, derived
from a probabilistic graphical model and expressed as a finite state
machine that formally captures concurrency and asynchronous behav-
ior.

2. Model of digital twin bidirectional communication: An explicit
model of digital twin bidirectional communication achieved via an aug-
mentation of the PGM framework to explicitly model channel uncer-
tainty in distributed communication flows.

The remainder of this paper is organized as follows. Section 2 introduces
our digital twin formal verification framework, with three parts: we first in-
troduce our abstraction of the digital twin as a PGM, second describe our
approach of mathematically deriving the FSM abstraction from the PGM
representation, and third describe how to formally model communication in
the digital twin FSM. Next, Section 3 identifies the verification goals of the
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Figure 3: Example instantiation of the seven digital twin elements for an unmanned aerial
vehicle (UAV). These elements apply across varied digital twin application domains such
as aerospace, medicine, manufacturing, etc. Figure modified from [20].

digital twin system. Section 4 demonstrates the approach through an illus-
trative application to a structural health monitoring digital twin of an un-
manned aerial vehicle, including specification, abstraction, and verification.
Section 5 concludes the paper.

2. A Mathematical Formulation for Verifiable Digital Twins

This section introduces the integral elements of a digital twin along with
its probabilistic graphical model (PGM) formulation. We then present the
digital twin finite state machine (FSM), deriving its structure with abstrac-
tions for the initial state, state transitions, termination conditions, and fair-
ness assumptions.

2.1. The Digital Twin Probabilistic Graphical Model
Prior work by [20] identified six key elements that characterize a digital

twin, forming a generalized digital twin mathematical formulation that has
been used across varied application domains such as aerospace [21], civil
infrastructure [22], and healthcare [23]. These six elements, which may be
scalar or vector-valued depending on the application, are as follows:

1. The physical state S consists of parameters that describe the physical
system.
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2. The observational data B consist of any available information describ-
ing the state of the physical system.

3. The control inputs U represent any action or decision that influences
the physical system.

4. The digital state D consists of the parameters that define the compu-
tational models underlying the digital twin.

5. The quantities of interest Q are the quantities describing the physical
system, estimated via model outputs.

6. The reward R quantifies performance of the twinned system with respect
to mission goals or operational objectives, such as safety, cost, efficiency,
or success criteria.

In this work, we introduce a seventh core element: communication
channel C. While bidirectional communication between the physical and
digital systems is integral to a digital twin [1], it is seldom modeled as an
explicit component of the digital twin framework. However, in real-world
deployments, such communication occurs over imperfect channels that may
introduce latency, message reordering, or data loss. For instance, sensor data
may be transmitted from the physical system to a remotely hosted digital
twin, while control inputs must traverse the reverse path to physical actuators
or human operators; both directions are subject to delay and error. Com-
munication induces system-wide concurrency: sensing, transmission, com-
putation, and actuation in different components proceed independently and
interleave nondeterministically. For instance, a control command may be
mid-computation when fresh sensor data arrives, leading to race conditions or
inconsistent state updates. Such behaviors can arise even when each compo-
nent is correct in isolation, because correctness does not necessarily compose
when components interact over imperfect, concurrent channels. We refer to
this phenomenon as distributed communication. In such settings, component-
level correctness does not guarantee system-level correctness. Accordingly, in
our approach, we treat distributed communication as a first-class modeling
element, on equal footing with the six previously established components.

The digital twin PGM framework, first introduced in [20], provides a for-
mal representation of how the elements in a digital twin evolve over time. In
a PGM, each node corresponds to a random variable, and each edge indicates
a conditional dependence between variables. Figure 4 illustrates a PGM with
two digital twin elements across two timesteps: the digital state at the initial
timestep, D0, the control decision computed at that timestep, U0, and the
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Algorithm 1 Augmentation of the digital twin PGM to model distributed
communication
Require: G = (V, E): PGM with vertex set V and edge set E
Ensure: Augmented PGM G′ = (V ′, E′) that explicitly models communication
1: Initialize V ′ ← V, E′ ← E
2: for all (X,Y ) ∈ E such that DistributedChannel(X → Y ) = True do
3: Node Augmentation:
4: Add node Xin to V ′
5: Add node CX to V ′
6: Edge Restructuring:
7: Remove edge X → Y from E
8: Add edges: {X → Xin, C

X → Xin, Xin → Y } to E′

9: if channel state CX depends on transmitted value X then
10: Add edge X → CX to E′

11: end if
12: end for
13: return G′ = (V ′, E′)

digital state at the next timestep, D1. The subscripts indicate the temporal

Figure 4: A probabilistic graphical model (PGM) with random variables D0, U0, and D1

across two timesteps. Edges indicate conditional dependencies, e.g., P (U0 | D0).

index of each variable. The directed edge from D0 to U0, denoted D0→U0,
captures the dependency of control decisions on the digital state. The edges
D0→ D1 and U0→ D1 encode how the digital state at the next timestep
evolves as a function of both the prior state and the previously computed
control.

We introduce an augmentation to the digital twin PGM framework that
incorporates communication as a formally modeled process. Specifically, for
every variable X that is communicated via a distributed channel, we begin
by identifying three random variables: (1) the transmitted value X (already
existing), (2) a new random variable Xin representing the received value of
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Figure 5: Illustrative digital twin probabilistic graphical model (PGM) spanning two
timesteps encoding dependencies among core elements of this digital twin: physical state
(S), observational data (B), digital state (D), control (U), and communication (CX for
each variable X communicated over a distributed channel). Directed edges indicate prob-
abilistic dependencies, e.g., S → B.

X, and (3) a new random variable CX representing the reliability of the
communication channel (e.g., latency, loss, reordering). We then introduce
two new edges: X→Xin, indicating that the received value depends on the
transmitted one, and CX→Xin, indicating that channel conditions influence
the received value. To maintain causal integrity, we replace all downstream
edges originating from X with edges from Xin — reflecting the fact that only
received data influences subsequent variables, consistent with prior analyses
of message errors in graphical models [24]. Optionally, we may include an
edge X→ CX if the transmitted value influences the state of the channel.
This dependency arises in scenarios where large or frequent transmissions
alter channel behavior, such as buffer overflow or congestion in bandwidth-
constrained systems. Algorithm 1 details the augmentation procedure. We
write G = (V , E) for the PGM prior to augmentation, where V is the ver-
tex set and E is the edge set, and initialize the augmented graph as a copy
G ′ = (V ′, E ′) with V ′ ← V and E ′ ← E, where ← denotes assignment. The
predicate DistributedChannel(X → Y ) is True if the dependency X → Y is
carried over a distributed channel. Figure 5 illustrates the augmented struc-
ture. In this augmented PGM, variables include physical state S, emitted
observational data B, received data Bin, emitted control U , received control
Uin, digital state D, and communication channels CB and CU .

Throughout this work, we use the digital twin PGM shown in Figure 5 as
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a running example to guide exposition. For detailed guidance on constructing
the digital twin PGM, we refer readers to the original work [20].

2.2. The Digital Twin Finite State Machine
We next formulate an FSM representation of the digital twin, which pro-

vides the mathematical foundation for digital twin verification. An FSM
is a formal model consisting of a set of states, a set of transitions between
those states, and rules that determine which transitions are possible from
each state. In the FSM context, a state is a complete assignment of values
to all variables in the system at a given instant, and a transition encodes the
logical conditions under which those variables may change.

We express the digital twin FSM in the Temporal Logic of Actions (TLA)
[25], a temporal logic for specifying and reasoning about discrete systems.
Unlike other linear-time logics that describe properties of states [2], TLA
represents state changes as explicit actions, making it possible to specify not
just what properties hold, but also how the system evolves from one state
to the next. This action-oriented view is particularly valuable for specifying
digital twins, where understanding and abstracting the behavior of individual
transitions is as important as ensuring that desired properties are satisfied.
In this paper, we follow Lamport’s usage of the term “specification” [25, 26],
referring to both the formal FSM model and its properties expressed in TLA,
whereas other conventions, e.g., in [27, 3, 4], refer to “specification” only as
the properties to be satisfied by an underlying system.

We define the digital twin FSM as:

Digital Twin := I ∧ N ∧ F (1)

This representation comprises three components: the initial predicate I,
which specifies valid starting configurations; the next-state predicate N ,
which encodes how the system can legally evolve; and the fairness assump-
tions F , which constrain long-run behaviors by determining which transitions
must eventually occur. A predicate is a logical condition: given a candidate
state (or state transition), it evaluates to true if that state satisfies the in-
tended rule, and false if it violates it. For example, a predicate requiring “the
battery level must be non-negative” is true in all states with a non-negative
battery value, and false otherwise.

The conjunction operator ∧ requires all three predicates to hold simulta-
neously: a valid execution must start in a state satisfying I, evolve according
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to N , and respect F . Writing the specification in this form allows us to
use model checking — an automated procedure that systematically explores
every state and transition to determine whether all required predicates (in-
cluding properties defined in Section 3) are always true [3]. This exhaustive
search allows us to give formal guarantees about the system’s behavior. The
computational procedure for this analysis is described in Section 4.

On notation. Following formal methods conventions, we use lowercase sym-
bols to denote variables. Hence, random variable X in the digital twin PGM
is denoted in the digital twin FSM as x. We also adopt the standard conven-
tion that x denotes the value of a variable before a transition, and x′ denotes
its value after the transition occurs.

To construct the variables in the digital twin FSM, we must first abstract
the real-world quantities into a form amenable to symbolic verification. This
means we cannot, for instance, directly model real-valued sensor readings
like 3.223411. Instead, for continuous quantities, we must construct discrete
representations. The abstraction principles below guide this construction
process and define how real-valued, continuous-time, and stochastic elements
from the PGM are transformed into symbolic representations in the FSM.

Abstraction Guideline I: Discretization of continuous values. Discretizing
continuous values into integers is a common formal methods technique that
facilitates verification [28]. Let X be a continuous-valued variable in the
PGM such that X ∈ [a, b]. In the FSM abstraction, we discretize X as
x ∈ a′, a′ + 1, . . . , b′, where a′ = ⌊a⌋ and b′ = ⌈b⌉. While integer discretiza-
tion is common, FSM variables may in general range over other finite sym-
bolic domains, including booleans, strings, tuples, or bounded vectors, as
appropriate for the verification objective.

Abstraction Guideline II: Discretization of time. Physical systems evolve
over continuous time, but the FSM abstraction advances in discrete steps
indexed by n ∈ N. Each transition corresponds to a time step of size ∆t,
such that continuous time t is sampled at tn = n · ∆t. The choice of ∆t is
determined by the verification objectives and sets the temporal resolution of
the abstraction. Within this framework, a transition is treated as atomic —
all changes specified by the transition occur instantaneously within a single
discrete time step.
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Abstraction Guideline III: Modeling communication channels as queues. In
practice, communication uncertainty arises from latent factors such as la-
tency, packet loss, and noise, which can be modeled as random parameters
α governing the channel distribution CX ∼ P (α). In the FSM abstraction,
we adopt a formal methods convention by modeling communication channels
as message queues [29]. Let cX denote the queue abstraction representing
channel CX . Sending a message x appends it to the queue:

Append(cX , x) := cX
′
= cX ∪ {x} (2)

Let k ∈ 0, . . . , len(cX)− 1 be a nondeterministically chosen index and cX [k]
be the (k + 1)th element in queue cX . Receiving a message removes cX [k]
from the queue and assigns it to variable xin:

Receive xin := x′
in = cX [k]

∧ Remove(cX , k)

where Remove(cX , k) := cX
′
= cX \ {cX [k]}

(3)

Table 1 summarizes the key variables in the digital twin FSM abstrac-
tion, grouped by physical system, virtual representation, and communication
channels. The left column describes each variable as it appears in the PGM,
reflecting how quantities are modeled computationally through statistical
dependencies and behaviors governed by physical laws. The right column
presents how each variable is abstracted in the FSM. In implementation (see
Section 4), these FSM abstraction variables carry auxiliary metadata — such
as timestamps, message indices, or source labels — which are omitted here
for clarity.

PGM Representation FSM Abstraction

Physical System Variables

Physical state S ∈ R: physical state
parameters evolving via dynamics and
control.

Abstraction s ∈ Z: discretized phys-
ical parameters.

Observational data Bm ∈ R: output of
sensor m. Index m ranges over {1, . . . ,M}
sensors.

Abstraction bm ∈ Z: discretized sen-
sor output for sensor m.
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Control received Uin ∈ U : control
message received by the physical system,
subject to channel uncertainty. U is the set
of all valid control messages (continuous,
discrete, or mixed).

Abstraction uin ∈ Z: integer-
encoded control category, obtained by
mapping each U ∈ U to a finite set of
codes.

Digital Twin Variables

Observational data received Bm
in ∈ R:

sensor m data received by the virtual
representation, subject to channel
uncertainty.

Abstraction bmin ∈ Z: discretized re-
ceived sensor data for sensor m.

Digital state D ∈ R: parameters
representing the virtual representation’s
estimate of the physical state.

Abstraction d ∈ Z: discretized digi-
tal state.

Control U ∈ U : control message computed
by the virtual representation.

Abstraction u ∈ Z: integer-encoded
control category.

Communication Channel Variables

Observational data channel CB,m:
channel model for transmitting sensor m
data.

Abstraction cB,m = [ ] as queue: ap-
pend message on send, retrieve on re-
ceive; message at time t is cB,m[t].

Control channel CU : channel model for
transmitting control data.

Abstraction cU = [ ] as queue: ap-
pend message on send, retrieve on re-
ceive; message at time t is cU [t].

Table 1: Key variables in the digital twin system. The left column describes each variable’s
behavior in the PGM. The right column shows how each variable is abstracted in the FSM
using discrete representations.

2.3. Deriving Next State Transitions
The next state predicate defines the allowable ways the system may evolve

from one state to the next. In a single timestep, the digital twin advances
by executing exactly one transition ω — chosen from the entire set of FSM
transitions Ω — or by transitioning to a termination condition T :

N := (ω ∈ Ω) ∨ T (4)

The logical disjunction (∨) indicates that at each discrete step, only one
transition ω or T is executed.

We introduce our methodology for deriving the set of transitions Ω from
the structure of the corresponding digital twin PGM. The key insight is that
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Figure 6: Each FSM transition ωX corresponds to the update of a variable X ∈ X , where
X is the set of non-time-indexed variables in the PGM.

an FSM transition ωX , which governs the update of a particular variable X,
corresponds to the conditional dependencies encoded in the PGM. Specif-
ically, since the PGM defines X as conditionally dependent on its parent
variables Pa(X), the FSM transition ωX must take those same parents as
inputs. The transition then produces x′, the updated value of x in the next
FSM timestep. Formally, let X denote the set of all non-time-indexed random
variables in the PGM. For each X ∈ X , we identify its associated transition
as:

ωX : Pa(X) ⇛ X (5)

where Pa(X) denotes the parent variables of X, and the notation ⇛ de-
notes the set of directed edges from the variables Pa(X) to X. Figure 6
illustrates the set of transitions obtained, Ω = {ωS, ωUin , ωB, ωBin , ωU , ωD},
by applying Eqn. (5) to our digital twin PGM. For example, the transition
ωD : (D,U,Bin) ⇛ D captures that the digital state at the next step is de-
termined by the digital state current value, the current computed control,
and the most recently received observational data. As another example, the
transition ωBin : (B,CB) ⇛ Bin illustrates the effect of our explicit model of
digital twin communication: the value of the received observational data at
the next step depends on both the transmitted value B and the current state
of the communication channel CB.

There is a well-established theoretical connection between PGMs and
FSMs [30, 31, 32]. Both serve as automata for modeling system behavior, but

13



they differ in their treatment of uncertainty. PGMs encode distributions over
variable dependencies, allowing probabilistic reasoning. FSMs, in contrast,
describe possible sequences of state transitions without assigning explicit
probabilities [33]. In this symbolic formulation, we aim not to estimate the
probability, but rather the possibility whether a system can reach undesirable
states. Since all core variables of interest are present in the digital twin PGM,
the resulting digital twin FSM is complete with respect to modeling state
evolution — every essential system variable is represented. While auxiliary
variables (e.g., counters, timers, freshness flags) may be introduced during
implementation to support model checking, the FSM’s structure remains
grounded in the dependencies encoded in the PGM, ensuring consistency
between both probabilistic and logical representations.

We now define abstractions for the transition actions of system variables.
Several variables of the FSM depend on functions that capture the output of
complex stochastic or continuous processes in the PGM. To construct tran-
sition actions, we introduce two additional abstraction guidelines to abstract
how nondeterministic and continuous-time processes are transformed into
symbolic transition actions in the FSM.

Abstraction Guideline IV: Abstraction of nondeterministic functions. To ab-
stract a nondeterministic process, we first discretize the input and output
domains into Î and Ô, respectively. We then identify a set of guard condi-
tions {Gi}Ki=1, where each Gi is a logical predicate (e.g., a threshold condition
such as d < Threshold) that evaluates to either true or false. For each guard
Gi, we assign a corresponding set of possible outputs Oi = {oi1, oi2, . . .} ⊆ Ô.
The abstraction then nondeterministically selects an output o ∈ Oi, denoted
as:

x′ =IF G1(·)
∨o∈O1 o

ELSE IF G2(·)
∨o∈O2 o

. . .

ELSE
∨o∈OK

o

(6)

Here, the notation ∨o∈Oi
o denotes choosing a single element o from the set

of possible outputs Oi.
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Abstraction Guideline V: Atomicity of actions. In the digital twin FSM, we
model all actions defined within a single transition as occurring within a
single discretized time step (see Abstraction Guideline II). It is sometimes
desirable to treat multiple transitions as if they occur within the same atomic
time step, for example, to simplify the model or to capture application-
specific semantics. Let ωX and ωY denote transitions that update variables
x and y in the FSM, respectively. We say that ωX and ωY are mutually
atomic if they always execute together within the same discrete time step.
Formally, we denote this by:

Mutually atomic(ωX , ωY ) := ωX ∧ ωY (7)

where the conjunction ∧ joins both transitions as occurring simultaneously,
since a transition is indivisible. For example, although sensor data is physi-
cally generated first and then transmitted via Bluetooth circuitry after some
delay, a digital twin FSM specification may abstract away this granular-
ity and treat generation and transmission as mutually atomic. Whether to
impose mutual atomicity is ultimately a modeling decision, guided by verifi-
cation goals and the application context.

Table 2 details actions for each transition ωX . The actions shown are
illustrative examples: the specific guard conditions and the scope of non-
deterministic choices are application-dependent, and may include additional
guards or alternative choices beyond those depicted here.

Transition Name Transition Abstraction

Physical System Transitions

Physical state
ωS : (S,Uin) ⇛ S

ωS := s′ =IF (u = 3) ∧ (s <= 50)

(s− 1) ∨ (s− 5)

ELSE

s ∨ (s− 1)

Here, (u = 3) ∧ (s ≤ 50) illustrates an example of a
guard condition, while s−1 and s−5 represent possible
outputs associated with the two input regions defined
by that guard, per Eqn. (6).
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Observational data
ωBm

: S ⇛ B
ωBm

:= bm′ = s+ (ϵ1 ∨ ϵ2 ∨ · · · )

∧ cB,m′
= Append(cB,m, bm′)

where ϵi ∈ Z are possible noise values for sensor m.
Generation and queue insertion are modeled as mutu-
ally atomic.

Control received
ωUin : (CU , U) ⇛ Uin

ωUin := u′in = cU [k]

∧ Remove(cU , k)

for some nondeterministically chosen k ∈ K, where
K = {0, . . . , len(cU ) − 1}. This is an instance of the
general message-receive rule in Eqn. (3).

Digital Twin Transitions

Observational data
received
ωBm

in : (CB, B) ⇛ Bm
in

ωBm
in := bmin

′ = cB,m[k]

∧ Remove(cB,m, k)

for each m ∈ {1, . . . ,M} and some nondeterministi-
cally chosen k ∈ Km, where Km = {0, . . . , len(cB,m)−
1}. This is an instance of the general message-receive
rule in Eqn. (3).

Digital state
ωD : (D,U,Bin) ⇛ D ωD := d′ =IF (d ≤ 50) ∧ (u = 3) ∧ (∀m : bm <= 55)

(d− 5) ∨ . . . ∨ (d− 10)

ELSEIF ∀m : (bm ≥ 35) ∧ (bm ≤ 75)

(d− 1) ∨ (d− 2)

ELSE

d ∨ (d− 1)

Here, the two example guard conditions
(
(d ≤ 50) ∧

(u = 3) ∧ (∀m : bm <= 55)
)

and
(
∀m : (bm ≥ 35) ∧

(bm ≤ 75)
)

partition the input space into three regions,
each with a possible set of outputs.
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Control ωU : D ⇛ U ωU := u′ = ∧ IF d ≥ 55

u = 3

ELSE

u = 2 ∨ 3

∧ cU
′
= Append(cU , u′)

Here, d ≥ 55 serves as a guard condition: if it holds,
the transition deterministically outputs u = 3; oth-
erwise, the output is chosen nondeterministically be-
tween u = 2 and u = 3. Generation and queue inser-
tion are modeled as mutually atomic.

Table 2: FSM transition actions for each transition ωX . The transitions shown are il-
lustrative examples: the specific guard conditions and set of nondeterministic choices are
application-dependent.

2.4. Initial and Termination States in the Digital Twin FSM
The initial state predicate defines the set of allowed starting configura-

tions for the FSM. In other words, it specifies the values that each variable
must take at the beginning of execution. We write the initial state predicate
I as:

I := (s = s0) ∧ (d = d0) ∧ (u = u0)

∧ (uin = uin,0) ∧ (cU = cU0 )

∧
[
∀m :

(bm = bm0 ) ∧ (bmin = bmin,0) ∧ (cB,m = cB,m
0 )

] (8)

Each clause of the form (x = x0) specifies the initial value of a variable x at
time t = 0. Thus, Eqn. (8) states that a valid initial state is one in which
every variable of the FSM — physical state, digital state, control variables,
and for each sensor its data and channel contents — begins at its specified
initial value.

The digital twin FSM is said to reach termination when the system satis-
fies a symbolic predicate T , which defines the allowable terminal states of the
system. Unlike the initial predicate I, which uses fixed values, the termina-
tion predicate may include thresholds, inequality guards, or logical stopping
conditions. We express it abstractly as:

T := TerminationGuard(s, d, b, bin, u, uin, c
u, cb) (9)
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The guard TerminationGuard(·) is a predicate evaluating to true or false that
may include conditions such as s ≤ 10, ∀m : bm < 5, or completion criteria
based on elapsed time, number of iterations, or convergence thresholds.

2.5. Fairness Assumptions in the Digital Twin FSM
Fairness specifies assumptions about how the system selects among mul-

tiple possible transitions at each step. In models with nondeterminism, it is
often possible for some transitions to be repeatedly enabled but never taken.
A transition is said to be enabled if its guard condition is satisfied in the
current state — that is, it is eligible to occur. Fairness assumptions prevent
pathological stalling, such as repeatedly ignoring a control computation or a
data reception step that should logically proceed. We define three types of
fairness labels for transitions in the digital twin FSM:

1. Weak fairness WF(ω), defined as:

WF(ω) := □ enabled(ω)⇒ ♢ executed(ω) (10)

This states that if ω is always enabled, it must eventually be executed.
Here, □ is the “always” operator and ♢ is the “eventually” operator.

2. Strong fairness SF(ω), defined as:

SF(ω) := □♢ enabled(ω)⇒ □♢ executed(ω) (11)

Here, □♢enabled(ω) expresses that ω is intermittently enabled over
the system execution. Eqn. (11) states that if ω is enabled infinitely
often, then it must also be executed infinitely often.

3. Unfair UF(ω), defined as:

UF(ω) := ¬ WF(ω) ∧ ¬ SF(ω) (12)

This represents transitions for which no fairness guarantees are as-
sumed. The negation operator ¬ means “not”; thus, UF(ω) holds when
ω is neither weakly fair nor strongly fair. Such transitions may be
enabled, and yet may never be executed.

In the digital twin FSM, we impose fairness conditions by considering
which behaviors are plausible in the physical and digital world, and selecting
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FSM Transition Fairness Assumption

Physical System Fairness Assumptions

Physical state ωS WF(ωS): Weak fairness ensures evolution occurs
when the physical system is persistently active.

Observational data ωBm WF(ωBm
): Sensor emits data if functioning. Weak

fairness allows skipping emission when the sensor is
offline or faulty.

Control received ωUin SF(ωUin): Control messages may be delayed due to
intermittent channel unavailability. Strong fairness
ensures controls are eventually received when the
channel and receiver become enabled.

Digital Twin Fairness Assumptions

Observational data
received ωBm

in

SF(ωBm
): Strong fairness ensures sensor data are

eventually received when the channel and receiver
become enabled.

Digital state ωD SF(ωD): Digital state must eventually update when
repeatedly able. Strong fairness prevents indefinite
stalling despite available inputs.

Control ωU SF(ωU ): Control is eventually computed when re-
peatedly enabled. Strong fairness ensures computa-
tions are not indefinitely deferred.

Table 3: Fairness assumptions for transitions in the digital twin FSM. These labels specify
whether a transition must eventually occur when enabled, and prevent unrealistic stalling
in the presence of nondeterminism.

the fairness assumption that best reflects those behaviors. Table 3 summa-
rizes the fairness assumptions assigned to each transition. These constraints
determine whether a transition must eventually occur when enabled, and
help rule out unrealistic stalling. The complete fairness predicate F for the
digital twin FSM is defined as:

F = WF(ωS) ∧WF(ωBm

) ∧ SF(ωUin) ∧ SF(ωBm
in ) ∧ SF(ωD) ∧ SF(ωU) (13)

3. Deriving Verification Goals from the Digital Twin FSM

We define the digital twin verification problem as the task of proving that
a formal model of the system satisfies a set of correctness properties P =
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{P1, P2, . . . }, under a specified initial condition I, next state predicate N ,
and fairness assumptions F . These correctness properties fall into two major
categories: (1) Safety properties, which assert that the system never enters an
incorrect state (e.g., “a valve is never open when pressure exceeds threshold”);
and (2) Liveness properties, which assert that a desired condition eventually
occurs (e.g., “every control message is eventually executed”). We propose
that all digital twins must satisfy a canonical liveness property reflecting their
core function: the digital state must eventually synchronize with the physical
state. Formally, we define the digital twin canonical liveness property as:

P1 := ♢ (dist(D,S) ≤ ϵ) (14)

where dist is an application-defined distance function and ϵ is an acceptable
error margin. This property asserts that the digital twin must, at some point,
converge to a sufficiently accurate representation of the physical system.

However, verifying P1 directly is often infeasible due to its broad scope and
the limited observability of the physical state S. To address this, we introduce
a structured decomposition strategy that derives P1 as a logical consequence
of more granular and verifiable sub-properties. The decomposition begins
with two intermediate properties that isolate the virtual and physical sources
of synchronization error:

P1 ⇐ P2 ∧ P3 (15)

Here, P2 states that the digital state must reliably track the physical state,
while P3 asserts that the physical system must respond accurately to the
digital twin’s issued control commands. Although P2 and P3 remain high-
level, this split reflects a natural partition between the virtual and physical
realms. Note that although the physical state S evolves in reality according
to natural dynamics, in the digital twin FSM we represent that evolution
as a transition predicate ωS (see Table 2). This does not mean we verify
nature, but rather that we verify our model of the physical evolution. This
model is necessary because the FSM is a complete specification of the digital
twin system: both physical and digital elements are captured in the same
formalism. Verification then ensures that our abstraction of S evolves con-
sistently, respects its intended discretization, and is based on an appropriate
underlying physical model.

To refine P2 and P3 further, we apply a transition-based decomposition
strategy grounded in the structure of the FSM. Recall from Eqn. (5) that
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each FSM transition for variable x is written as:

ωX : Pa(X) ⇛ X

For each transition, we define two verification obligations:

1. Input Consistency: The predicate Consist(Pa(x)) asserts that the
inputs to ωX are both individually valid and mutually consistent. For
example, in the transition ωD for updating the digital state, the inputs
u, d, and bin must not only be valid individually, but also correspond to
approximately the same point in the system’s execution. This ensures
that updates are computed from coherent, non-stale inputs rather than
from mismatched or invalid data.

2. Correctness of the Update Rule: The predicate Corr(ωX) asserts
that the transition logic for updating x faithfully implements intended
behavior. This correctness obligation can be further decomposed into
two parts:

(a) Abstraction Logic Correctness, denoted CorrAbst(ωX): The
FSM transition logic correctly encodes the intended behavior at
the level of symbolic abstraction.

(b) Model Correctness, denoted CorrModel(FX): The underlying
function F (see Abstraction Guideline IV), which the transition
ωX abstracts, must faithfully represent the relevant real-world dy-
namics. If F is mismodeled, the resulting FSM will yield behaviors
that systematically violate desired properties.

The full verification condition for the transition ωX is:

Verify(ωX) := Consist(Pa(X)) ∧ CorrAbst(ωX) ∧ CorrModel(FX) (16)

In many cases, CorrModel(FX) is not verified directly within our framework
but instead treated as an external assumption. In cases where no underly-
ing model is abstracted, the CorrModel(FX) term may be vacuously true or
omitted. Our strategy enables formal guarantees about system-level behavior
in the presence of bidirectional digital-physical interaction, while incorporat-
ing correctness assurances from existing domain-specific work. For instance,
our verification strategy can incorporate guarantees from certified control
synthesis [8, 6] or verified machine learning methods [34, 35].
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Figure 7: Directed acyclic graph of digital twin verification obligations. The figure high-
lights o ne refinement path for verifying P2A, illustrating how obligations such as Corr(·)
can be decomposed into increasingly granular sub-properties.

Under this verification decomposition framework, the resulting property
set P = {P1, . . . , PN} induces a directed acyclic graph G of logical depen-
dencies, where N is the total number of properties (nodes) in G. Properties
with the same topological rank in G share consistent abstraction levels and
natural language interpretations. Each property in P is either (1) verified
internally via the digital twin’s FSM model or (2) assumed to hold based
on external guarantees. Figure 7 illustrates a representative subgraph of G,
where externally verified properties — such as P2A2b — are explicitly marked.
Table 4 lists the verification obligations derived from each FSM transition.
Each transition ωX is decomposed into consistency and correctness proper-
ties. The CorrAbst(ωX) obligations often encode detailed transition-specific
constraints (e.g., guard conditions, bounds, or monotonicity rules), which
are too granular to display here; their full formalizations are given in Ap-
pendix Appendix A.

FSM Transition Verification Goals

ωD :

(D,U,Bin) ⇛ D

P2A: Digital state is correctly updated.

P2A1: Consist(d, u, bin): Input values of d, u and bin do not
differ by more than ∆t time window.
P2A2: Corr(ωD)
P2A2a: CorrAbst(ωD): ωD is correctly abstracted.
P2A2b: CorrModel(FD): Predictive model FD is correct.
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ωBm
in :

(CB,m, Bm) ⇛ Bm
in

P2B : Incoming observational data are correctly processed.

P2B1: Consist(cB,m, bmin): Data bm is received from channel
cB,m.
P2B2: Corr(ωBm

in )
P2B2a: CorrAbst(ωBm

in ): bmin steps correctly.
P2B2b: CorrModel(FBm

in ): Bluetooth receiver is functional.

ωU :

D ⇛ U

P2C : Control is correctly computed.

P2C1: Consist(d): Digital state input d is valid.
P2C2: Corr(ωU )
P2C2a: CorrAbst(ωU ): u steps correctly.
P2C2b: CorrModel(FU ): Control logic FU is correct.

ωS :

(S,U) ⇛ S

P3A: Modeled physical state correctly evolves.

P3A1: Consist(s, u): Values for S and U do not differ by
more than ∆t time window.
P3A2: Corr(ωS)
P3A2a: CorrAbst(ωS): s steps correctly.
P3A2b: CorrModel(FS): Underlying physics model FS re-

flects real-world dynamics.

ωUin :

(CU , U) ⇛ Uin

P3B : Incoming control commands are correctly processed.

P3B1: Consist(cU , u): Control message u is received from
channel cU .
P3B2: Corr(ωUin)
P3B2a: CorrAbst(ωUin): uin steps correctly.
P3B2b: CorrModel(FUin): Bluetooth receiver is functional.

ωBm

:

S ⇛ B

P3C : Modeled sensor emissions accurately reflect physical state.

P3C1: Consist(s): Physical state input s is valid.
P3C2: Corr(ωBm

)
P3C2a: CorrAbst(ωBm

): bm steps correctly.
P3C2b: CorrModel(FBm

): Sensor is functional.

Table 4: Verification sub-properties derived from FSM transitions. For each transition
ωx, goals are split into consistent checks (Consist(·)) on inputs and correctness checks
(Corr(·)) on transition logic. Correctness is further divided into obligations on FSM
abstraction logic (CorrAbst(·)) and on the underlying real-world model (CorrModel(·)).
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4. Results

We first describe the experimental setup of an unmanned aerial vehi-
cle (UAV) digital twin. We then present implementation details and model
checking results. Finally, we illustrate the iterative nature of formal specifi-
cation through a case study highlighting a property violation.

4.1. Experimental Setup: Unmanned Aerial Vehicle Digital Twin
We demonstrate our approach on a UAV case study, following [20]. The

UAV has been physically realized with custom Bluetooth sensors [36], while
predictive control methods are implemented offboard [37]. The virtual repre-
sentation consists of a collection of Python ROS modules that ingest obser-
vational data, compute dynamic control commands, and maintain a digital
estimate of the UAV’s structural health. Our contribution is a formally ver-
ified specification of a digital twin system that integrates these components
into a coherent architecture.

To instantiate the abstract FSM formulation introduced in this paper, we
assign concrete representations of the physical, digital, and communication
variables in the context of the UAV. Table 5 summarizes the FSM variables
and their corresponding representations in the UAV case study. The variables
are grouped into three categories: UAV variables, which map to the physical
system; digital twin variables, which map to the virtual representation; and
communication channel variables.

FSM Variable UAV Case Study Representation

UAV Variables

Physical state s Represents the structural health of the UAV, taking on a value
from the set {0, . . . , s0}, where s0 denotes the initial starting
health, health cannot increase, and 0 denotes a failed UAV.

Observational
data bm

Denotes the emission from sensor m, modeled as bm = s + ϵm
(see Table 2), where ϵm is sensor noise.

Control received
uin

Represents the maneuver command received by the UAV, where
uin = 2 indicates a conservative maneuver and uin = 3 indicates
an aggressive maneuver.

Digital Twin Variables

Observational
data received bmin

Represents the sensor data received from each sensor m via the
communication channel.
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Digital state d Represents the UAV’s structural health estimate produced by
the digital twin’s computational model, taking on a value from
the set {0, . . . , s0}.

Control u Denotes the dynamic control computed by the control module,
where u = 2 indicates a conservative maneuver and u = 3 indi-
cates an aggressive maneuver.

Communication Channel Variables

Observational
data channel
cB,m

Represents the communication channel for sensor m, where each
Bluetooth sensor transmits on a distinct channel.

Control channel
cU

Represents the Bluetooth channel used to transmit control com-
mands to the UAV.

Table 5: FSM variables and their case study representations in the UAV digital twin.

Table 6 summarizes the model- and experiment-level parameters used in
our study. These include structural parameters (e.g., number of sensors),
initial conditions for all FSM state variables, termination criteria, and com-
munication constraints (e.g., maximum channel delay). Parameter ranges
indicate the values explored in experiments; fixed constants represent con-
straints or verification bounds. Where relevant, the table also provides a
brief description of how each parameter is applied in the model.

Term Parameter Values

Number of sensors M Number of sensors in the system, varied over {1, . . . , 5} in
experiments.

Sensor noise ϵm Sensor noise ϵm of sensor m, varied over {−2, . . . , 2} in ex-
periments.

Initial state I We initialize all FSM state variables over a range of values:

I =


s0 ∈ {1, . . . , 10}, bm0 = ∅, uin,0 = ∅,

bmin,0 = ∅, d0 ∈ {s0 − 1, s0, s0 + 1},

u0 = ∅, cU0 = [ ], cB,m
0 = [ ]


Here, ∅ denotes an empty value and [ ] an empty queue.

Maximum execution
steps emax

Maximum number of steps the UAV may execute before
forced termination, varied over {1, . . . , 20} in experiments.
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Termination T Occurs if: (i) the UAV has executed at least emax steps, or
(ii) all received observations and the digital state estimate
indicate non-positive state, suggesting structural failure.

T := ∨ NumExec ≥ emax

∨ (∀m ∈ {1 . . .M},
∧ d ≤ 0

∧ (bmin ≤ 0 ∨ bmin = ∅)

Maximum message de-
lay K of channel c

We bound the delivery delay of any message in channel c by:

K = min
(
len(c), 3

)
, K ≥ 0

where len(c) is the current number of messages in channel c.

Table 6: Model and experiment parameters used in the digital twin FSM.

4.2. From Specification to Model Checking
We use the TLA Model Checker (TLC) [26] because it is the standard

explicit-state model checker distributed with the TLA+ toolchain and is
designed to directly execute TLA specifications. This choice follows from the
role of TLA in our framework. As discussed in Section 2.2, our digital twin
abstraction is formulated as an FSM whose behavior is defined by an initial
predicate, a next-state predicate, and fairness assumptions. TLC is well
suited to this formulation because it can exhaustively enumerate all reachable
states generated by these predicates and check correctness properties over the
resulting transition system.

Other model checkers and formal verification tools could also be used for
digital twin verification if the digital twin FSM were translated into their
input languages. We use TLC here because it operates natively on the TLA
specification, supports the fairness assumptions used in our model, produces
explicit counterexample traces when properties fail, and requires no separate
translation step between the formal specification and the checked model.
These features are especially useful for the iterative specification workflow
illustrated in Section 4.3, where counterexamples are used to refine transition
guards and correctness properties. To assess whether the goals defined in
Section 3 are satisfied under the parameter ranges listed in Table 6, we check
the resulting finite-state specification with TLC.

Overview of the TLC Model Checker. Given an initial-state predicate I, a
next-state predicate N , and fairness conditions F , TLC performs an exhaus-
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tive state-space exploration as follows:

1. Identify all states that satisfy I.
2. For each such state, apply N to enumerate all admissible successor states.
3. Iteratively apply Step 2 to newly discovered states until no additional

states are reachable or until a property violation is detected.
4. For each specified property (e.g., those in Table 4), verify that it holds in

all reachable states and across all admissible execution paths.

TLC enumerates all possible interleavings of transitions within the specified
bounds, thereby detecting violations that may arise only under infrequent
or adversarial timing scenarios — cases that are typically not observed in
conventional simulation studies.

As an example, Fig. 8 presents a simplified implementation of the tran-
sition ωBm

in , denoted DT_ReceiveObsDelayed. This transition models the
asynchronous receipt of sensor messages by the digital twin, including the
possibility of communication delays. Specifically:

• c_b[m] is the message queue for sensor m. The function first checks
whether the queue is non-empty and whether the specified index k is valid.

• The helper function IsMessageUpToDate (defined in a separate module)
enforces the constraint that the candidate message’s timestamp is strictly
newer than previously processed ones. A valid message is appended to the
processed observations stream b_in[m] and removed from the queue via
Remove (also separately defined). Stale messages are also removed from
the queue but do not alter the processed observations.

• The UNCHANGED clause explicitly declares which state variables remain un-
affected by this transition, aiding readability and avoiding unintended state
modifications.

When combined with all other transition definitions in the specification
(see Table 2), the rule in Fig. 8 contributes to the complete state-transition
system executed by the TLC model checker. TLC steps through each tran-
sition in all possible orders, generating every reachable configuration of the
digital twin FSM. The result is a combinatorially large state space that re-
flects all possible interleavings of action ordering, message delay, and nonde-
terministic choice scenarios.

We visualize this state space in Fig. 9 as a directed acyclic graph (DAG),
where each vertex represents a unique state — a complete assignment of
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DT_ReceiveObsDelayed(m, k) ==
IF c_b[m] # << >>
THEN

IF k \in DOMAIN c_b[m]
THEN

IF IsMessageUpToDate(b_in[m], c_b[m][k]["t"])
THEN

/\ b_in’ = [b_in EXCEPT ![m] = Append(b_in[m], c_b[m][k])]
/\ c_b’ = [c_b EXCEPT ![m] = Remove(c_b[m], k)]

ELSE
/\ c_b’ = [c_b EXCEPT ![m] = Remove(c_b[m], k)]
/\ UNCHANGED << b_in >>

ELSE
UNCHANGED << b_in, c_b >>

ELSE
...

Figure 8: Implemented ωBm
in transition, which models the asynchronous receipt of sensor

observations with possible message delay. This implementation is executed by the TLC
model checker to verify that properties hold across all possible execution paths.

values to all variables — and edges depict transitions between these states.
This graph is inherently a DAG, as the specification includes a verified guar-
antee of termination. In Fig. 9, terminating states are highlighted in orange,
while ongoing states are in black. The graph’s initial state, depicted as a
blue vertex (1), bifurcates into two principal pathways: the physical sys-
tem’s processes (2) and the digital twin’s processes (3). For example, one
path proceeds from state (2) to (4), then to (7), and ultimately to (15),
where termination occurs upon meeting one of the conditions in T .

The combinatorial branching illustrated in Fig. 9 explains why exhaus-
tive model checking can be computationally demanding. Each additional
transition, sensor, or communication delay increases the number of possible
interleavings, expanding the number of reachable states. To quantify these
effects, we perform a series of parameter sweeps in which one model param-
eter is varied at a time while all others are held at their baseline values. For
each configuration, we record the number of distinct states, the total number
of states explored (including revisits), and the wall-clock runtime as reported
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Figure 9: Visualization of state space: nodes represents states and edges represent transi-
tions from state to state.

Specification Distinct States Total States Runtime (h)

Baseline 12 551 574 33 960 246 15
+1 s (s0 = 3) 24 668 110 66 833 826 45
+1 m (M = 3) 13 534 045 41 966 573 48
+1 k (K = 3) 15 307 358 50 720 696 39
±1 ϵ (Em = {−2, . . . , 2}) 15 804 834 42 619 510 17
+1 transition (ωS,1, ωS,2) 1 227 202 3 231 322 2

Table 7: Effect of varying individual model parameters on state space complexity, and
runtime. The baseline configuration is s0 = 2, M = 2, K = 2, ϵ = {−1, 0, 1}, ωS . Distinct
states are unique configurations; total states include revisits.

by the TLC model checker1.
These results illustrate several non-intuitive aspects of scalability in the

proposed approach. The method scales to finite-state abstractions contain-
ing tens of millions of reachable states, as shown by the baseline model and
the parameter variations in Table 7. This scale is sufficient to verify nontriv-
ial finite-state abstractions of digital twin behaviors involving multiple sen-
sors, asynchronous physical and virtual evolution, communication delay, and
safety and liveness properties. The results also show the expected state-space

1Experiments were run on Ubuntu 22.04.5 LTS (Jammy) with 64 AMD EPYC 7H12
cores (128 threads) and 256 GB RAM, using TLA v1.8.0.
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growth associated with model checking. Increasing the initial physical-state
range, the number of sensors, or the maximum message delay expands the
number of possible states and interleavings, because each additional value or
communication event introduces new combinations of physical state, digital
state, channel contents, and transition orderings.

Scalability is governed by the number of behaviorally distinct cases rep-
resented in the finite-state abstraction. Parameter bounds are therefore cho-
sen to expose the modes, thresholds, message-ordering behaviors, and failure
cases relevant to the verification objective. This is consistent with the small-
scope perspective in formal analysis: many specification and implementation
errors can be exposed in small bounded instances [38]. Thus, increasing a
parameter bound is useful only when the additional values introduce be-
haviorally distinct cases for the verification objective. For example, if the
relevant property depends on whether the physical state is positive, below a
threshold, or failed, then verifying representative values in those regions may
be more informative than exhaustively increasing s0 over a larger numerical
range.

These insights suggest an iterative workflow in which engineers begin with
a coarse abstraction that captures core correctness properties, and then se-
lectively refine the abstraction only where additional fidelity affects the prop-
erty being checked. Such refinement may include increasing queue bounds,
adding sensors, widening uncertainty ranges, or splitting atomic transitions
into finer-grained actions. The non-monotonic result in Table 7, where split-
ting the physical-state transition reduced the reachable state space, shows
that scalability depends not only on the number of modeled variables but also
on the structure of the specification and the way concurrency is represented.
Similar scalability concerns arise in other model-checking applications for
safety-critical engineered systems, where state-space explosion limits naive
exhaustive exploration and motivates careful choices about abstraction and
communication structure [39]. Thus, scalability is best understood as a prop-
erty of the chosen abstraction, verification objective, and model-checking
structure, rather than as a function only of parameter ranges or the number
of modeled system elements.

We also investigated how modeling assumptions about atomicity affect
state space size. Recall from Eqn. (7) that an atomic transition is one that
appears to occur in a single, indivisible step. In the baseline model, the
physical system’s physical state evolution is modeled as one such atomic
transition: in a single step, it reads the most recent received control uin,
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executes it, and updates the physical state s. To explore the effect of relaxing
this assumption, we split this transition into two separate, non-atomic steps,
introducing an explicit state variable ue to store the last executed control.
This allows intermediate states where a control has been executed but its
physical effects have not yet been applied, enabling potential concurrency
with other processes.

Baseline (Atomic) Split (Non-atomic)

ωS := s′ =IF (u = 3) ∧ (s ≤ 50)

(s− 1) ∨ (s− 5)

ELSE

s ∨ (s− 1)

ωS,1 := u′
e =uin (execute received control)

ωS,2 := s′ = IF (ue = 3) ∧ (s ≤ 50)

(s− 1) ∨ (s− 5)

ELSE

s ∨ (s− 1)

Table 8: Comparison of the baseline atomic transition with the split non-atomic variant.

Intuitively, exposing such intermediate states might be expected to in-
crease the number of reachable states. Surprisingly, model checking revealed
the opposite: reachable states dropped from 12 million to 1 million. We hy-
pothesize that this reduction occurs because TLC can apply more aggressive
invariant simplifications and state-merging optimizations when transitions
are finer-grained, pruning large portions of the search space. This result
highlights that atomicity assumptions do not have a straightforward mono-
tonic relationship with verification complexity; the interaction between model
structure and model checker heuristics can produce unintuitive scaling be-
havior. A summary of model parameter variations and their resulting state
space sizes is provided in Table 7.

4.3. Iterative Specification: Case Study in Property Violation
Although the preceding sections present the specification and its prop-

erties in their final form, arriving at that point was an inherently iterative
process. We repeatedly refined both the model and the properties in re-
sponse to counterexamples uncovered by model checking, with each iteration
exposing subtle implementation flaws or missing constraints. To illustrate
how this process unfolded in practice, we present here a representative case
study: a freshness property for executed controls,

□
[
ue ̸= ∅ ∧ u′

e ̸= ∅ =⇒ time(u′
e) > time(ue)

]
(17)
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This asserts that the timestamp of each newly executed control must be
strictly newer than the previously executed one, ensuring that stale com-
mands cannot overwrite fresher ones. Model checking revealed a counterex-
ample, which unfolded as follows:

Step Transition Description State Values After Step

1 Initial
State I

No control has been executed yet. ue = ∅

2 ωS Physical system executes default
control in absence of received in-
put.

ue ← {t : 11, v : 12}

3 ωU Digital twin computes and emits a
control.

u = {t : 1, v : 13}
cU = [{t : 11, v : 13}]

4 ωU in
Physical system receives the con-
trol.

uin = {t : 1, v : 3}
cU = [ ]

5 ωS Violation: Executes received con-
trol, violating freshness property
as received control’s timestamp of
t = 1 is the same as previous exe-
cuted control’s.

ue = {t : 1, v : 3}

Table 9: Execution trace showing a violation of the freshness property (see Eqn 17).

The progression of states leading to this violation is visualized in Fig. 10,
where node 15 corresponds to the state in which the property was violated.
The root cause was a missing timestamp validation in the ωUin transition: the
physical twin accepted and executed a control without checking whether its
timestamp was more recent than the last received command. This oversight,
while seemingly straightforward in retrospect, was not immediately obvious
during early specification development. To illustrate the fix, Eqn. (18) shows
the original transition definition, which unconditionally updates the variable
uin with a command cU [k] from the queue. Eqn. (19) presents the corrected
version, where we introduce a guard condition to ensure that only commands
with strictly newer timestamps are accepted.
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Figure 10: Model checker trace leading to a safety property violation. Initial state is
highlighted in blue. Highlighted node (red) represents the state in which the property
violation occurs due to stale control execution.

ωUin := ∧ u′
in = cU [k]

∧ Remove(cU , cU [k])
(18)

ωUin := IF time(cU [k]) > time(uin)

∧ u′
in = cU [k]

∧ Remove(cU , cU [k])

(19)

This correction illustrates how the iterative cycle of specification, property
formulation, and model checking enables us to detect and resolve errors at a
higher level of abstraction, before they manifest in complex code. As system
complexity increases, subtle lapses in temporal logic (e.g., forgetting to check
timestamps) can lead to incorrect behavior that is difficult to identify through
inspection or debugging.

4.4. Practical Considerations for Engineering Use
Applying the proposed verification methodology in an engineering set-

ting requires several practical modeling decisions. The PGM formulation for
digital twins was originally proposed in [20], while subsequent work has ad-
dressed learning graphical models from data [40]. Another consideration is
the construction of an appropriate finite-state abstraction. Digital twin sys-
tems contain continuous variables, stochastic models, sensor streams, control
policies, and communication mechanisms that cannot be represented directly
in a formal verification framework without the abstraction method developed
in Section 2.2. Using this abstraction method, engineers must select symbolic
domains, time steps, queue bounds, message-delay limits, and termination
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criteria that are sufficiently granular to capture the behaviors relevant to
verification, while remaining coarse enough to avoid modeling details that
are either assumed to be correct or irrelevant to the verification goals. These
choices depend on the verification objective and are application-specific. For
example, verifying freshness of received commands requires preserving times-
tamp information and communication ordering.

A second consideration is the distinction between implementation and
specification. Engineering practice in digital twin development often empha-
sizes executable implementations, simulation-based analysis, and test-and-
evaluation workflows [41]. By contrast, formal verification requires a specifi-
cation that identifies the system states, admissible transitions, environmental
assumptions, and correctness properties. This specification is written in a
formal specification language, such as TLA, and checked by a model checker,
such as TLC for TLA specifications. The specification is not executable im-
plementation. Rather, it is an abstracted model of the implementation that
preserves the behaviors relevant to the verification task. Establishing the
correspondence between code and specification is itself a substantial topic
within formal verification. As a result, after specification, engineers must
still implement the system in code; ensuring that this implementation con-
forms to the verified specification is an additional assurance task beyond
model checking the specification itself.

A third consideration is the formulation of correctness properties. Many
engineering requirements are initially stated informally, for example, that the
digital twin should remain synchronized with the physical system or that stale
commands should not be executed. These requirements must be translated
into precise correctness properties over the variables of the FSM; Section 3
proposes a method for deriving such properties. This translation often ex-
poses ambiguities in the original engineering requirement. For instance, a
requirement that “the most recent control should be used” requires a formal
definition of recency, a representation of message timestamps, and a decision
about how invalid or stale messages should be handled. The case study in
Section 4.3 illustrates this process: model checking revealed that the original
specification allowed a stale command to overwrite a fresher one, leading to a
refinement of the transition guard for received controls. Although formulat-
ing correctness properties can require substantial effort, this effort is also one
of the main practical benefits of formal verification: it requires informal en-
gineering intent to be translated into precise, checkable specifications before
correctness is evaluated [42, 43].
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5. Conclusions

This paper introduces a formal verification methodology for digital twins
that integrates probabilistic graphical modeling, finite state machine abstrac-
tion, and the Temporal Logic of Actions. By explicitly modeling distributed
communication channels alongside physical and virtual components, our ap-
proach captures asynchronous evolution and communication uncertainty that
are characteristic of real-world digital twins. The framework supports a sys-
tematic derivation of verification goals. We identify a top-level synchroniza-
tion objective — requiring the physical and digital systems to align over
time — and decompose it into transition-level obligations that are either
discharged by model checking the specification or assumed from external
guarantees. Applied to a UAV case study, the method shows how formal
specification not only surfaces subtle errors, but also helps clarify key mod-
eling choices such as which assumptions matter, how concurrency should be
modeled, and what behaviors must be guaranteed.

Our findings underscore three points. First, correct component behav-
ior does not imply system-level correctness in the presence of distribution;
explicit communication modeling is essential. Second, verification is inher-
ently iterative: co-evolving the specification and its properties exposed and
resolved subtle flaws. Third, while state-space growth is a practical chal-
lenge in model checking, careful abstractions and fairness assumptions make
exhaustive exploration both feasible and informative for nontrivial models.
Taken together, these results show how formal verification can provide math-
ematical guarantees for digital twin systems operating under the distributed
and asynchronous conditions of real-world deployments.

Acknowledgments

This work was supported in part by Department of Energy grant DE-
SC002317, NASA cooperative agreement 80NSSC21M0071, and Air Force
Office of Scientific Research grant FA9550-24-1-0327. We thank Akhil Bhi-
maraju, James Bornholt and Greg Plaxton for their valuable insights and
feedback.

Appendix A. Full Formalizations of Verification Obligations

We present here the full set of verification decompositions for abstrac-
tion correctness (CorrAbst, first introduced in Table 4). Each transition is
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guarded by an EnabledX predicate, which determines whether the transition
for variable X may proceed. For example, the transition to receive observa-
tional data ωB

in is disabled for sensor m if there are no messages available in
channel cB,m. The decompositions and their guard predicates are detailed in
Table A.10, with natural language descriptions alongside formalizations.

On notation. For the predicates shown in Table A.10, we let xctr denote a
counter tracking the number of times variable x has been updated. These
are ancillary state variables introduced for implementation convenience and
property checking. We use primes (x′) to denote next-state values of
a variable x. The operator t(·) extracts the timestamp field of a mes-
sage. For sensor-indexed variables, we also use the shorthand ∃bmin to mean
∃m ∈ {1, . . . ,M} such that bmin holds. We also use the convention introduced
earlier (Eqn. 3) that any index k appearing in the context of message re-
ception denotes a nondeterministically chosen position in the channel queue.
Finally, when no valid control message is available, we use a fixed safe fallback
as udefault.

Description Formalization

ωD Decompositions

EnabledD: None of the following is true: all
sensor values are non-positive, the number of
executed maneuvers has reached the maximum
emax, or the estimated digital state d is
non-positive:

EnabledD := ¬
[
(∀m ∈ {1, . . . ,M} :

Bm ≤ 0) ∨ (NumExecuted ≥ emax)∨ (d ≤
0)
]

P2A2a is satisfied if all obligations (D1)–(D7) are
satisfied

(D1) Enabled guard is respected. ¬EnabledD ⇒ (d′ = d) ∧ (d′ctr = dctr)

(D2) Progress only when inputs are present. (∃ bmin ̸= ∅) ∧ (u ̸= ∅)⇒ d′ctr = dctr + 1

(D3) If an observational input drops below a
threshold value, digital state estimate strictly de-
creases:

∃bmin ≤ Threshold⇒ d′ < d

(D4) If the control is conservative and all ob-
servational inputs are above a threshold, digital
state estimate does not decrease by more than
one:

(u = 2) ∧ (∀bmin ≥ Threshold) ⇒ d′ =
d ∨ (d− 1)

(D5) If the control input is aggressive, digital
state estimate diverges by a wider bounded range:

(u = 3) ∧ (∀bmin ≥ Threshold) ⇒ d′ =
d ∨ (d− 3) ∨ (d− 2) ∨ (d− 1)

(D6) New digital state estimate is well formed: (d′ ∈ Z) ∧ (d′ctr = dctr + 1)
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(D7) Digital state history is not overwritten by
new computations:

∀dn : d′n = dn

ωBin Decompositions

EnabledU : If digital state transition ωD is
enabled.

EnabledD ⇛ EnabledBin

P3C2a is satisfied if all obligations (Bin1)–(Bin3)
are satisfied

(Bin1) Enabled guard is respected. ¬EnabledBin ⇒ bm
′

in = bmin
(Bin2) Valid observational data is received. t(cB,m[k]) > bmin ⇒ (bm

′

in = cB,m[k]) ∧
(cB,m′

= cB,m \ cB,m[k])

(Bin3) Invalid observational data does not over-
write.

t(cB,m[k]) ≤ bmin ⇒ (bm
′

in = bmin)∧ (cB,m′
=

cB,m \ cB,m[k])

ωU Decompositions

EnabledU : If digital state transition ωD is
enabled.

EnabledD ⇛ EnabledU

P2C2a is satisfied if all obligations (U1)–(U5) are
satisfied

(U1) Enabled guard is respected. ¬EnabledU ⇒ (u′ = u) ∧ (u′
ctr = uctr)

(U2) New control record is well formed. u′
ctr = uctr + 1 ∧ ((u′ = 2) ∨ (u′ = 3))

(U3) Guarded choice if digital state estimate is
above threshold

(d > Threshold)⇒ u′ ∈ {2, 3}

(U4) Guarded choice if digital state estimate is
below threshold

(d ≤ Threshold)⇒ u′ = 2

(U5) Computed control is emitted. u′ = cU
′
[len(cU )− 1]

ωS Decompositions

EnabledS : If structural health is positive and
UAV has not reached the maximum number of
maneuvers.

EnabledS := (s > 0) ∧ (NumExecuted <
emax)

P3A2a is satisfied if all obligations (S1)–(S2) are
satisfied

(S1) Enabled guard is respected. ¬EnabledS ⇒ s′ = s

(S2) Structural integrity is monotonically non-
increasing.

s′ ≤ s

ωBm

Decompositions

EnabledB
m

: If physical state transition ωS is
enabled.

EnabledS ⇒ EnabledB
m
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P3C2a is satisfied if all obligations (B1)–(B2) are
satisfied

(B1) Enabled guard is respected. ¬EnabledB ⇒ bm
′

in = bmin
(B2) Sensor data generation and emission are

atomic.
bm

′

in = cB,m′
[len(cB,m)− 1]

ωUin Decompositions

EnabledUin : If physical state transition ωS is
enabled.

EnabledS ⇒ EnabledUin

P3B2a is satisfied if all obligations (Uin1)–(Uin4)
are satisfied

(Uin1) Enabled guard is respected. ¬EnabledUin ⇒ u′
in = uin

(Uin2) Default maneuver when no dynamic
control is available.

cU [k] = ∅⇒ u′
in = udefault

(Uin3) Default maneuver when outdated con-
trol is received.

t(cU [k]) < t(uin)⇒ u′
in = udefault

(Uin4) Valid control received is executed. t(cU [k]) > t(uin)⇒ u′
in = cU [k]

Table A.10: Verification obligations: natural language description (left) and formalization
(right).
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